A it.com

The interaction with the system is carried out through the exchange of parameters
(command-response) in XML format.

The connection to the server is carried out via the TCP / TLS protocol using the certificate
created during the registration of the client (registrar).

When creating a certificate, the login of the client (registrar) must be specified in the CN
block.

Test connection parameters:

e Server—epp.it.com

e Port—700

o User—epp@it.com

e Password — ryn5p8KDauWC
e SSL certificate:

=

epp_it_com.zip


mailto:epp@it.com

greeting

[Tocie ycranoBku TCP/TLS coeauHenusi, cepBep OTIpaBIIsIeT JeMeHT greeting coriacHo
RFC 5730:

<objURI>urn:
<objURI>urr
<objUR




login - start a session

Authenticates the user and starts the session.
The <clID> element must contain the login specified during registration.
The <pw> element must contain a password. The password is case sensitive.

It also checks the validity of the user certificate and the presence of the IP address from
which the connection was made in the user's White List, if it is filled in the registrar's account.

The <cITRID> element must contain the session identifier. The identifier must be present in
other commands, and must not change within the session.

The remaining elements of the command must match those specified in the example.

Example:

<{?xml vers
<epp xmlns >

<command>

p:fee-1.0</extURI>
xtension>

<clTRID>IT.COM-login-165¢ 04012</clTRID>
</command>
< /epp}

The response returns the code and description of the result of the command execution and the client
session ID.

Possible results:

e 1000 - Command completed successfully
e 2200 - User not found

e 2200 - User not registrar

e 2200 - User is blocked

e 2200 - Bad password

e 2200 - Bad certificate

e 2200 - IP is not in white list for user

Example

standalone




mmand comp

/resu
<trID>




logout - ending the session

Ends the session with the 1D specified in the <cITRID> element.

The remaining elements of the command must match those specified in the example.

<logout/>
<clTRID>IT.COM-1
</command>
</epp>

The response returns the code and description of the result of the command execution and
the client session ID.

Possible results:

e 1500 - Command completed successfully; ending session

Example

encoding standalone

ully; ending on</msg>
</result:>

<trID>
<clTRID>IT.COM-logout-16564965 2</clTRID>




domain:check - checks if the domain exists in the registry

Checks if the registry contains a domain with the name specified in the <domain:name>
element. Multiple <domain:name> elements are allowed if multiple domain names need to be
validated.

The <cITRID> element must contain the session identifier.

If you need to get information about the cost of registering a domain, you can use the
<extension> element with the <fee:check> element. The <fee:check> element must contain one or
more <fee:command> elements with a name parameter that can take the following values:

e create - domain lease
e renew — domain lease extension

The <fee:command> element must contain one or more <fee:period unit="y"> elements
(unit can only take the value "y"), with a period value in years for which the price is requested.
Value must be integers from 1 to 5

The remaining elements of the command must match those specified in the example.

Example:

encoding standalone

<check>

< :check>

< me>test-epp3.it.com</

</ :check>

<extension>

:command name
< :period unit
ommand>

The response returns the code and description of the result of the command execution and
the client session ID.

Possible results :

e 1000 - Command completed successfully
e 2004 - Parameter value range error

e 2004 - Command failed

e 2201 - Authorization error



In the case of a result code of 1000, the domain name and the avail parameter are returned
in the <domain:name> element , which can be equal to:

e "1" - the domain is available for registration
e "(0" - the domain is not available for registration

If the value is "0", a <domain:reason> element is also returned, containing a description of the
reason for the domain name being unavailable.

If the command had a <fee:check> element, the response includes an <extension> element
with a <fee:chkData> element. It contains information about the domain class ( standard , premium
) and the price of registration and (or) renewal for terms in accordance with the parameters passed
in the command.

Example of a response if the domain is available

standalone

sfully</msg>

:chkData xml
< :currency>USD</ :currency>

</ hkData>
</extension>

ST-domain-check-1 /119</clTRID>

:chkData xmlns:

rcd>




:name avail
on>In

:currency>

</epp>

Note: the fee extension is only implemented for the <domain:check> command



domain:info — Retrieval of information about the domain

Returns information about the domain whose name is specified in the <domain:name>
element.
The <cITRID> element must contain the session ID.

The remaining elements of the command must match those specified in the example.

Example command:

<?xml S encoding standalone
<epp xmlns >

<command>
<info>
<
:name>
</ :info>
</info>
<clTRID>IT.COM-domain-info-16 41 ] /c1TRID>
</command>
</epp>

The response returns the code and description of the result of the command execution and
the client session ID.

Possible results :

e 1000 - Command completed successfully
e 2303 - Object does not exist

In the case of a result code of 1000, the <domain:infData> element contains information
about the domain, as shown in the examples. If the domain was registered by the registrar on whose
behalf the request was made, the full domain information is returned in the response. In other cases
- abbreviated information.

An example of a response if the command is executed by the registrar who registered the domain.

encoding standalone

:name>

:registrant>




</
</

</resData>
<trID>

<clTRID>IT.COM-domain-in
<svTRID/>
</trID>
</respons
{/epp>

</
</resData>
<trID>
<CclTRID>IT.C
vTRID/>
</trID>

sponse>
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contact:check - check if the contact exists in the registry

Checks if the registry contains a contact with the ID specified in the <contact:id> element.
The <cITRID> element must contain the session ID.
The remaining elements of the command must match those specified in the example.

Example command :

encoding standalone
<epp xmln >

<command?>
IT.COM-REGISTRANT132</

<clTRID>IT.COM-contact-check-16565 </clTRID>
</command>

</epp>

The response returns the code and description of the result of the command execution and
the client session ID.

Possible results :

e 1000 - Command completed successfully

The <contact:id> element returns the contact ID and the avail parameter , which can be equal
to:

e "1" - the contact is available for registration
e "0" - the contact is not available for registration

If the value is "0", a <contact:reason> element is also returned, containing a description of the
reason for the contact being unavailable.

Sample response if contact is available

standalone

“ommand completed succ fully</msg>

:chkData xmlns:
ccd>

:id avail >IT.COM-REGISTRANT132</

:chkData>

1TRID>IT.CC
TRID/>




/

</

</resData>
<trID>
<clTRID>IT.C
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host:check - checks if the host exists the registry

Checks if the registry contains a host with the name specified in the <host:name> element.
The <cITRID> element must contain the session identifier.

The remaining elements of the command must match those specified in the example.

Example command :

?xml version encoding standalone

<epp xmlns

<command>

51.dn.it.

>IT.COM-host-check-16 /clTRID>

</command>

</epp>

The response returns the code and description of the result of the command execution and
the client session ID.

Possible results :

e 1000 - Command completed successfully

host:id > element returns the host name and the avail parameter , which can be equal to:

"1" - the host is available for registration
e "0" - the host is not available for registration

If the value is '0', a <host:reason> element is also returned, containing a description of the reason
for the host being unavailable.

Example response if the host is available for creation

standalone

ommand completed su fully</msg>

:chkData xmlns:
:cd>

< :id avail >nsl.dn.it

:chkData>

<clTRID>IT. -host-check-16
TRID/>

13



</trID>

<ml
<epp xmlns

xmlr

:id avail
:reason>In

</resData>
<trID>
<clTRID>IT
TRID/>

</epp>

14



contact:info — Retrieval of the information about a contact

Checks for the presence in the registry system of a contact with the name specified in the
<host:name> element.

Example command :

</info
<clTRID
</command>

</epp>

tname>

/clTRID>

15



contact:create - create a contact in the registry

Creates a contact in the registry. The command must contain a <contact:create> element
with the following elements:

e <contact:id> - unique identifier for the created contact
e <contact:postalinfo> - postal information of the contact. JlomycTim TOIBKO THIT
anemenTa int (mapamerp type="int”). Eciu mapamerp He ykaszaH, MO YMOJYaHHUIO
npuHuMaercss tun Iint. Ecim Oynmer ykasan tun l0C, xomaHnma 3aBepmmrTcsi ¢
ommbOkoii. There must be one such element. Contains elements:
o <contact:name> - contact name
o <contact:org> - the name of the organization the contact is associated with
o <contact:addr> - angpecHas wuHpoOpMalMs, CBA3aHHAs C KOHTAKTOM.
CO,ZLep)KI/IT CJICAYIOUINUEC DJICMCHTHI:
= <contact:street> - street. There may be several such elements.
= <contact:city> - city
= <contact:sp> - state, region, region
= <contact:pc> - zip code/po box
= <contact:cc> - country
<contact:voice> - phone number
<contact:email> - email address
<contact:fax> - fax phone number
<contact:authInfo> This must contain an element which will contain
<contact:pw> - the authorization code for the contact

O O O O

The <cITRID> element must contain the session ID.

Example command :

raddr>
1Info>

rer
:authlIn
°F
:authIn

:Create>

I-contact-create-16 73454</clTRID>

16



The response returns the code and description of the result of the command execution and
the client session ID.

Possible results :

e 1000 - Command completed successfully
e 2201 - Authorization error

In the case of a result code of 1000, the following elements are returned in the response:

e <contact:id> - contact ID
e <contact:crDate> - date/time the contact was created

Example response :

<?xml versio standalone

<epp xmln

sfully</msg>

ontact-create-16565053 54</clTRID>

</response>

17



domain:create - Creating a domain name

Creates a domain in the registry system. The command must contain a <domain:create>
element with the following elements:

e <contact:id> - unique identifier for the created contact

e <domain:name> - domain name

e <domain:period> with unit parameter - domain registration period. The parameter
can take the value " y " - the value is specified in years. Element value must be
between 1 and 5

e <domain:ns> - can contain up to 4 <domain:hostObj> elements, which contains the
NS name of the domain server. Hosts for the specified names are created
automatically

e <domain:registrant> - registrar contact 1D

e <domain:contact> - identifier contact types admin, tech, billing. The contact type is
indicated by the type parameter

e <contact:authInfo> This must contain the element <contact:pw> - the authorization
code for the domain

The <cITRID> element must contain the session ID.

Example command :

<?xml vers encoding standalone

<epp xmlns

<co

rname>
:period>

contact /
:contact oe > 5 1-B 2< :contact>
cauthInf
1 pv
:authlIn
</
</create>
<clTRID>IT.COM-domain-create-16565053 /clTRID>
</command>

The response returns the code and description of the result of the command execution and
the client session ID.

Possible results :

18



e 1000 - Command completed successfully

e 2303 - object does not exist (when trying to create a domain in a zone not supported
by the registry)

e 2302 - Object exists

e 2004 - Parameter value range error (when specifying a lease term outside the range
from 1 to 5 years)

In the case of a result code of 1000, the following elements are returned in the response:

e <domain:name> - the name of the created domain name
e <domain:crDate> - date/time of domain name creation
e <domain:ex Date> - date/time

Example response :

encoding standalone

and completed succ sfully</msg>

</response>

< /epp}
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contact:update — Contact Modification

Modifies the contact with the specified ID in the registry. The command must contain a
<contact:update> element with elements similar to those described for the contact:create
command, except for <contact:authIinfo>.

The <cITRID> element must contain the session identifier.

Example command :

version en g standalone

xmlns

-REGISTRANT132</

:postalln

:update>

-contact-chg-16

The response returns the code and description of the result of the command execution and
the client session ID.

Possible results :

e 1000 - Command completed successfully
e 2201 - Authorization error
e 2303 - Object does not exist

Example response :

20



domain:update - domain name update

Updates the DNS nameservers for the domain in the registry. The command must contain
the <domain:update> element with the following elements:

e <domain:name> is the name of the domain for which the changes are being made

e HEOBS3ATEJIbHBIN snement <domain:add>, conepxaruii 3HaueHns arpubyToB,
KOTOpBIC OYIyT NOOABICHBI K 00BEKTY

e HEOBS3ATEJIbHBIM  snement <domain:rem>, coaepKamii  3HAYCHUS
aTpuOyTOB, KOTOPBIC JOJDKHBI OBITh YIaJICHBI U3 00BEKTa

Onementsl <domain:add> u <domain:rem> coaepxar godepHuii 3meMeHT <domain:ns>,
KOTOpBIH Can contain up to 4 <domain:hostObj> elements, which contains the name servers. Hosts
for new names are created automatically.

The <cITRID> element must contain the session ID.

Example command :

<?xml
<epp xmlns

<command>
<update>
<

tname>

:h
:h

</
</update>
<clTRID>IT.COM-domain-update-16 9341872</clTRID>
</command>
< /epp}

The response returns the code and description of the result of the command execution and
the client session ID.

Possible result:

e 1000 - Command completed successfully
e 2201 - Authorization error
e 2303 - Object does not exist

Example response :

<?xml version encoding standalone
<epp xmlns >




mmand comp

/resu
<trID>
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domain:renew — npojJieHre J0MeHa

[IponneBaer cpok AEUCTBUS JIOMEHA Ha YKa3aHHOE KoJW4yecTBO JjeT. KomaHma moipkHa
coaepkath dyeMeHT < domain:renew>, KOTOPHIi JOJDKEH COAEPKATh DIIEMCHTHI:

e <domain:name> - umsi JOMeHa

. <d0main:curExpDate> - TeKyllas Jara OKOHYaHUs JeucTBUs AomeHa. Jlis
HUCKIIIOYCHUA OH_II/I60‘-IHOI‘O MMOBTOPHOr'o MIpoJICHHUA AJOMCHA IIpH IIOBTOPHOM
MMOJIYYCHHUHN KOMaHbl HA IMTPOAJICHUC

e <domain:period> with unit parameter - nepuox npojasieHus fomeHa. The parameter
can take the value " y " - the value is specified in years. Element value must be
between 1 and 5

The <cITRID> element must contain the session ID.

Example command:

encoding

<epp xmlns
<command>

<renew>

</renew>
(c1TRID>IT.COM

The response returns the code and description of the result of the command execution and
the client session ID.

Possible result:

e 1000 - Command completed successfully
e 2201 - Authorization error

e 2303 - Object does not exist

e 2304 - Object status prohibits operation

e 2005 - Parameter value syntax error

e 2004 - Parameter value range error

e 2104 - Billing failure

Example response:




tname>
:exDate>

1TRID>IT. ! ene ] /clTRID>
TRID/>

</trID>

ponse>

</epp>
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